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Monthty Mecting ~~Joint meeting with CFE

QO/ZAma/ay, ij 70, 2002

After Dinner Topic:

JANUARY, 2001

"Making the Computer Crime Case:
The Challenge and How to Meet It."
Speaker: Terrence Berg

Marinelli's restaurant

4924 Rochester Rd. Troy

Just North of 18 mile/Long Lake Rd.
There is no map available.
248/689/6460.

Location:

Date: Thursday, January 10, 2002

Time: 5:30-6:15 Registration/Networking
6:15-7:15 Dinner
7:15-8:15 After-Dinner Presentation

$30.00 Members
$35.00 Others
$20.00 Students and Retirees

Cost:

Reservations---Make your reservation by 4:00 PM, Monday, January 7. You can do online
reservation at isaca-det.org. If you do not have access to the Internet, e-mail your reservation to Art
Abruzzo at aabruzzo@amerisure.com or call him at (248) 426-7944. Please include your name,
company, telephone number, and whether you are a member.

Visit our web site at: isaca-det.org
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Dear Members,

Welcome bak! | hope @eryone had a wnderful holidg and will hare a hapy, healtty and pospepus 2002.
Once gain our December meeting with the llAas/a gea successThe two groups combined hadver 140
people &ending the meetingd believe thd is the lagest joint meeting & have ever had | think we should all
be pplauded ér taking the time to agince our pfession een d this most hectic time of theegr The pesen-
tations by Salmamziz speaking on iFewalls and ScotVowels talking @out Renetation Testing were worthy
of our lage dtendanceOur elaionship with the 11A contines to be ety strong and | lookdrward to futue
joint meetings with them.

Our Arualy meeting will also be a joint meetinthis time with the Ceéified Fraud Examines. Our topic of
Cyber crme should oncegain be \ery timely and inbrmative. | would hope ve would all want to fnd out
more on this topicPlease note the meeting will be Bimursday Jaruary 10,2002 & Marinelli’s Restawnt in
Troy a 4924 Robester RdPlease lsed our website & isaca-det.@ for more information. We will be bak at
Big Fish Seabod Bisto and will esume our usu@llfednesdg night meetings stang with our February 2002
meeting.

As we head into 2002,believe our oganizaion is as healthas it haseer been. Our meetingtandance

remains aa high leel, our seminar tiendance isxeptional,and we ae reading out to students aome of

the local collges and letting thenxpelience vha our oganizdion is all &out. Havever, to sty at this level

we need your help, we are currently reaching that point in the year where we need to start thinking about re-
cruiting nev Boaid membes for 2002 — 2003There ae a \ariety of ways you can sere the Chpter, please

think aout making a contsution to our bapter either though a Boat position or seing on one of our
committees.

As | mentioned edier, the Seminar committees of both ISA and the IIA hae been wrking very had over
the pastéw months to put tgether another outstanding 8 Conkrence The time peind for this conérence
will be March 25 — 272002 & the Lyon Meadavs Congrence Centel¥ou should hee alead/ receved infor-
mation on this gent or will be eceving it shotly. The couse oferings ae once gain \ery timely and educa-
tional and &athe pice we ae damging, they are the best bgain aound In this time of tighteningudgets,we
believe it is the best &ining \alue you will find and hope thaveryone will tale advantage of this oppdunity.

| would once gain like to stess to pu, our membes, tha we (the Boad) ae hee to seve the membehip. If
you do not beliee we ae adequizly doing tha or have a sugestion yu think will help us do it betteplease
feel to contact me or grother Boad memberYou can eaty me though e-mail meta
aébruzzo@ameisure.com or call me &a(248) 426-7944You can also contact us ttugh the website &
www.isaca-det.a.

| look forward to seeing all ofgu & the &nuary dinner meeting

Art Abruzzo

Chapter President
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MARK YOUR CALENDARS!

The Detpit Area IIA and ISACA chapters ae ajain holding their anmal Spmmg Conkrence athe Lyon Meadavs Congrence Center
in South lyon. The daes ae Maich 25-27,2002.The trads, sessions and @sentes ae outlined belw. Pricing, coutse desdptions,
and other details arcurently being fnalized and adrmal biochure will be distibuted in lae DecembeiVe will begin taking
registrations d tha time. Information will also be gailable & the ISACA website (isaca-det.gj. Please dact aly questions to Ra
Kaslik & 586-727-1962 (email Kaslik@klogke.net).

SPRING CONFERENCE OUTLINE

Audit Techniques

TRACK SESSION DESCRIPTION DATES PRESENTER
Electronic Commerce| Control & Security of E Commerce 3/25/02 Gordon Smith (CAMUDIT)
Hardening the Netark for E Commete 3/26/02 Gordon Smith (CAMUDIT)
Undestanding & Peventing E Faud 3/27/02 Gordon Smith (CAMUDIT)
Inter net & Network Contol & Sec Of Wireless Netwrks 3/25/02 Paul Castillo (CAMUDIT)
Security Penetetion Testing 3/26/02 Paul Castillo (CAMUDIT)
Control & Security of the Internet 3/27/02 Paul Castillo (CAMUDIT)
Risk Assessment Digital Analysis Using Berdrd’s Lav 3/25-26/2002 | Mark Nigrini
Assessing Enterise Risk br Audit Planning  3/27/02 ArthurAndersen
Computer Assisted ACL 03/25-27/2002 Emst &Young

Intr oduction to

Introduction to ITAuditing

3/25-26/2002

Jeff Whitman (CANAUDIT)

Auditing Writing Skills 3/27/02 JeffersonWells

Value Added Audits ContractAuditing 3/25/02 JeffersonWells
Consulting Excellence 3/26/02 JeffersonWells
Mergers & Acquisitions 3/27/02 Deloitte & Touche

Network Tools and Contiruous Monitoring: Impr oving Audit Efficiency and Effectiveness
By: Eric Flegel, FirstVice Pesident andudit Manager, ABN AMRO Noith America, Inc.

As you look @ your depatments anmial audit plansubstantial pdions of the highisk areas vere pobebly not e/en on theadar a decadega.
For example most companies hadver head of firewalls, e-commete was knavn as EDI with on} a limited rumber of big plgers paticipating,
and pivagy legislation sud as Gamm-Leab-Bliley and HIPR had yet to be conceed Informétion edinolagy audit pofessionals & consistenyl
challengd to adress these meaudit isk aras with little or no in@ase in stdiing. Implementéion of a contimous monitoing program using
automaed netvork tools can be an ffctive way to improve both the diciency and efectiveness of gur information tedinology audit pogram.

When should a contimious monitoring program be consideed? _
Most audit aeas can be potential candielsbr a contimous monitang program. Key factors to consider ar.

* Relaive risk associted with the actiity to be monitoed - In ggneal, monitoiing should be consided ony for medium and
high-isk actuities.
¢ Souce availability and time equired to  @ther and angke the déa —To be eficient and diective, the information
needs to be reliable and readily accessible.
¢ Naure of the inbrmation — Monitoing programs typicaly are moe efective when the inbrmation is quantifable.
Audit aeas thaare qualitaive in ndure ae geneally not as easy to  monitor

accetable thresholds ér these dteria and detanine the fequeng of your monitomg actvities.

What are the beneits of a continuous monitoring program? ) .
The information tecinolagy auditor can dueve seeral beneits from a contimous monitang program:

¢ Increased auditalue — Once deloped a contimous monitaing program can typicail be executed in less time than
a taditional auditallowing mote time to bedcused on highalue actiities.

« Increased audit a@rage - Mary audit d@atments povide ad/ance notice of audit bedules. Hee you ever wondeed hav much
dearup efort was done in the eks or dgs immedigely preceding the audit® propety designed contimous monitang program can
povide a geder level of assweince to enserthd contols remain effective thioughout the audit pird.

Contirued on pge 4
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(o) HANDLEMAN COMPANY

Handleman Companthe leading supplier and noandiser of rasic poducts br Noith America’s leading etail dhains and masic lebels is
seeking a Senior Iofmaion Technology Auditor. The position entails ingeendenty conducting or supeising signifcant, broad scope and
comple audits of inbrmation tedinolagy systems and pcedues to assess thefeftiveness of condls, accuagy of recods, and eficiency
of operations.

ESSENTIAL DUTIES AND RESPONSIBILITIES include the 6llowing. Other duties mabe assigned
Examining systems and intéewing workers to ensug compliance with@pliceble lavs and eguldions.

e Patticipating in field audits of @rious husiness unitdncluding anayzing policies and mrcedues elaing to informaion systems,
information secuity, opegtions functionsjntemal contpls, and lusiness prcesses.

e Conducting and documenting tegcal audits of maindme midrange, LAN/WAN and telecommnicdions systems.

e Participating on poject initiives and pedrming system deslopment lie ¢/cle (SDLC)/cowersion reviews to ealuge systems
enhancements andwgopment drts.

* Analyzing dda obtaineddr evidence of datiencies in conls, duplicaion of efort, extravagance fraud or ladk of compliance with
laws, govemment egulaions and margement policies or cedues.

e Supevising, reviewing, approving the work of auditos, and pepaiing reports of indings and @commend@ons for mangement.

e Conducting special studiesrfmangementsud as thoseequired to disceer medanics of detecteddud and to deslop contols for
fraud pevention.

e As necessg paticipating on fnancial/opegtional relaed audit assignments.

QUALIFICA TIONS:

To perbrm this job successfyll an indvidual must be &le to perbrm ead essential duty safactoily in a highy visible ervironment. The

requirrments listed belo are representéive of the knwledge, skill, and/or aility required Reasonle accommod@ons my be made to

enadle individuals with disailities to perbrm the essential functions.

* Badelor’s dgree in Inbrmation Technology, Accounting and/or lRance

e 3 -5yeas of poven pullic or intemal informaional systems auditing

e CPA, CISAor ClAis pefered

* Hardware/Opes#ting system gperience pefered: IBM mainframe/OS390AS400,Unix, Sun Solas, Windows NT and 2000Novell,
network infrastucture and desktop

» Software/Daabase gpelience pefered: Orade ddabase and ERRhedkpoint firewall, ACL, ACF2, Bindview, suppy chain softvare,
EDI and MSAccess

» Financial/operational background is a plus in order to assess the impact of system implementations and changes

e Must be dle to quikly assessisk within diverse compay opegtions, estdlish audit eview plans to diciently and efectively evaluge
the adequacof relaed contols with minimal supesision

e Strong \erbal and witten comnunicaions and intgrersonal skills a& required

e Self-motivated with the hility to motivate othes

e 25%Travel possilte

Handleman Compamoffers a compehensie benets plan,including medicaldental 401(K), pensionand mechandise discount on
music poduct. We invite you to goply by sending wur resume along with salaexpectdions to:

HANDLEMAN COMPANY
Human Resowes/SIA ¢ 500 Kiis Blvd. « Troy, Ml 48084 « Rx: (248) 362-3656 ¢ EOE

S 0.000000000000060000000000000000

Contirued fom paye 3

* Timely identification of poblems or concers — Hae you ever found thacontols in a lusiness or tdmical aea detdorated signifcantly
from the last deeduled auditVith a contivous monitang program,you can identify and coect poblems as thgbegin to develop.
It is usuall less time consuming to implement i@ative action vihen poblems ae identifed ealy.

« Ability to monitor trends -A continuous monitaing program can also be a useful tool fmonitoing progress made in cogcting open
audit issues.df example regular netvork scans can be used to monitor theimfation tednology depatments progress in emoving
FAT drives fom aWindows NT netvork.

 Improved elaionships -A continuous monitoing program can be useful in singthening elaionships with isiness unit (i.eauditee)
mangement.Through the use of contilmus monitang, the auditor is often peeived as hsiness paner and not as a policeman.
Hav should theesults of a contimous monitaong program be eported?

How should the results of a continious moitoring program be reported? o
If you believe tha audit’s ultimae delverable is impovement in the werall contiol stiucture of the oganizaion, a stong case can be made
for the bllowing goproad:

» Comnunicéding exceptions to line margement as theare found;
* Providing line mangement thity days to implement coective action; and
* In those caseshvere corective action is not imﬁlemented within the tiiday peiiod, issuing a érmal memoandum to commnicae the
eception. Similar to an auditeport, copies of the memandum should be pvided to senior mammggment. Line margement should
also beeaquired to povide a witten corective action plan within 30 ga with exceptions being dked as open audit issues.
This gproad provides a swng incentie to line mangement or timely implementéon of corectve action.

Contirued on pge 5 Page 4
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After Dinner Pr esentdion
"Making the Computer Cr ime Case:The Challenge and Howv to Meet It."

This presentéion will discuss the scope of thegbtem of computer éme and will eview strategies for
responding to this pblem. Midchigan's lavs defning computer dme will be examined and methodsif
successful imestigations and secity measues will be discussed

Terrence Beyg is anAssistantAttorney Geneal and Chief of the Higliedh Crime Unit for the Midhigan

Depatment ofAttorney Geneal. In May of 1999,he was gpointed ly MichiganAttorney Geneal Jknnifer Gianholm to oganize the
Depatment ofAttorney Geneal's Intenet and computer icne piosecution unit. Ror to joining the Midiigan Dgpartment of
Attorney Geneal, Berg was arAssistant United StasAttorney for the Easter Distiict of Michigan,from 1989 to 1999. Since
stating the unit,Mr. Berg was avarded a &llowship which alloved him to vork with the United Sties D@attment of distice
Computer Cime and Intellectual Bpety Section (CCIPS)n WashingtonD.C., as par of a Computer Gme Fellowship sponsad
by the Naional Associdion of Attorneys Geneal ("NAAG"), for ten months. MiBeig has handled ntizrs involving computer
intrusion or "haking," Intemet auction faud child exploitation, Intemet stalkingtheft of tade seats,Intemet bomb theas, and
other layislative, policy, and irvestigative mdters petaining to computer ane enbrcement. He has leceot on Igal aspects of
computer dme & theAmerican BarAssocidion's 2000Annual Meeting in Nes York City, at the FBIAcadeny in QuanticoVirginia,
and the N#donalAdvocagy Center in ColumbiaSouth Caslina. His aticle, "www.wildwest.@v: The Impact of the Inteet on Stee
Power to Enbrce the Lav," appeas in the DecembgP000 issue of the BthamYoung Unversity Law Review.

24 0404004004000 4040404040 0400040040040 404040040A4

Contirued fom paye 4
How to use netvork tools in a contiruous monitoring program?

Today, mary informétion tedinology depattments emply various netvork-monitoiing tools thacan be leeraged ty the inbrmétion
technology auditor to implement a contious monitong program. Listed belw are samples of toolsoy may have available and hav you
might use them in a continuous monitoring program:

* Help desk softare, suc asTivoli, can be used to monitor thember of help desk calleceved on a montlylbasisthe rumber of
reped calls (ppblem not fxed corectly on the irst call),and the gerage time to tose a toulde ticket. Dgpending on the riare of your
omanizdion, it may be useful to tad this information by locaion and/or aplicaion. Urusual spikes or upvard trends in help desk calls
can be ety waming indicdors of systemelated poblems.

» Network monitoiing software sutt as CA Unicenter can @ride real-time monitang of changes to the global pametes on netwrks.
For example CA Unicenter gent codes can be used to identifyanges in the domain polcfor Windows NT domains. CA Unicenter
can be condured to e-mail the auditorenever thee is a tiang in the domain polic Changs to the domain poljcshould be infe quent
and be pproved ty mangement.

* SMS can be used to monitfindows NT netvorks for:

* Sewvers or workstaions tha are not using the NTFSlé system Windows NT cannot pvide file-level secuity if the diive does not

utilize the NTFSife system.

 Sewvers and wrkstdions containingallbad.exe - BothWindows NT workstaion and serer ae shipped with theotlbadk.exe utility.

If un on a poduction systenrollbadk.exe removes all systemegistry enties without vaming. Therefore, if a user uns ollbad.exe,
thee is no system teescue or toastoe as theegistry and the setup.tpfile no longer eist.

* Sewvers and verkstéions unning without installed seice pa&s -To ensue a secw and sthle ervironment,all madines should be
running current service packs.

* Tools sut as Bindiew and Enteprise Secuty Manager can be used to monitdfindows NT netvorks for:

« Number of accountshmwse last Igin dae is moe than 30 dgs from the curent dde -A large rumber of sub accounts could indita
that deletion of accounts is not occurring on a timely basis.

e List of accounts with a passerd age exceeding the passrd chang poliy - Assuming a pasgord policy requiing paswords to be
dangd eery 30 dgs, a report identifying rumeous accounts with passrd eges exceeding 30 dgs could indicge problems enbrcing
compliance with polic

« Listing of administator equvalent accountsWhile administator equvalent accounts arrequired they are very poverful and their
rumbes should be held to a minim. Reriodic reporting of administator equvalent accounts and compsmm to esthlished baselines
can be a usefulay to monitor contol over these pwerful accounts.

« Listing of uses with paswords set to neer expire — User accounts should not beatid to hae paswords set to neer expire.

e Listing of global domainalues — Brameter settings sbhas mininum pasword age, minimum pasword length,passvord uniqueness,
and lokout paametes can be listedof compaison with authozed policies.

» Passvord cradking tools sub as LOphtCad can be used to assess thletive stength of user pas®rd composition. Tese tools can
piovide dictionay, hybrid and bute force cadking anaysis,and can beety useful in assessing theeftiveness of secity awareness
programs.

What if your information tednolagy depattment doesit’have all these toolsPou can still implement a contious monitang program.
Much of the inbrmation reported by the tools listed laove can be xdracted though the use of sipts. It may take longer to perbrm the initial
development viaen using sdpts, but the pocess can be just agedtive.

How do | get started?

The examples listed laove focused pmarily on theWindows NT pldaform. Havever, contiruous monitang programs can be implemented
for ary platform. Inteview your systems psonnelfind out what tools thg use be cedive and see Woyou mg use these tools in the audit
process. In mancases systems pennel mg alread/ be unning the eports tha you require for your monitomg actvities. If not,they may

be dle to develop them dr you or povide you with access toemeste your ovn reports.You will also need to makdecisionsegarding the
specifc criteria to monitor estdolish
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Meeting Date Pre-Dinner Topic After-Dinner Topic

January 10, 2002 (Thu) Joint meeting withACFE Cybercrime

Februaly 20,2002 (Wed) Govemment Impact on Disaster Rwery Network Contingeng/ Plans

March 20,2002 (W\d) CISA Roundtable E signature

April 17,2002 (\ed) Wireless Secity IntemetVirus

May 15,2002 (\\d) CRM Single Signon
The Chapter nust provide the umber of resewations

A4 , , by the Mondy bebre the meeting To ensue tha we

e///&%ll - j(l/ﬁ/ll(l/l,% 70 p 2002 can accommodate those who wish to attend and the

restauant can povide the best sgice possite,
Dinner will be seved family style No entee selection please mak your resewations eaty. If you have

made a reservation and cannot attend, please call in a
cancellgion. Your coopestion is grealy appreciaed

will be required except for aVegetaian Plae.
The fllowing entees will be sered:
CHICKEN PICATTA

BEEF BURGANDY

WHITEFISH

ITALIAN SAUSAGE & PEPPERS

DESER: ICE-CREAM

DINNER INCLUDES:SOUR SALAD, ROLLS,
VEGETABLE AND PASTA. POR COFFEEAND TEA
CASH BARWILL BE AVAILABLE.
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